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Assumption I: f(\) and f'(\) are GP distributed

Theorem 1. Given Assumption 1 and the assumptions in Theorem 2 of de Freitas et al.
(2012), for neighboring datasets V, V' we have the following global sensitivity bound,

Privacy in Hyperparameter Tuning
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How to make this PrOcedure private? (for c, q,C1, O as defined in the paper), where vr is bounded above for the squared

exponential and Matérn kernels (Srinivas et al., 2010).
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Assumption 2: f()\) and is L-Lipschitz (additionally
training loss is L-Lipschitz and convex)

Theorem 3. Given Assumption 2, for neighboring V., V' and arbitrary X < X' (and
Amin IS the smallest hyperparameter) we have that,

[Dwork et al., 2006]

Differential Privacy
A formalization of “privacy through randomness”
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regularization

Selecting HyperparameterS/tmdeoff
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kernel

e.g., RBF Kernel SVYM has hyperparameters width

Bayesian Optlmlzatlon (BO)

I [Hutter et al. 201 |; Bergstra & Bengio, 2012;
grld SeaI’Ch Snoek et al. 2012; Gardner et al.,, 2014]

gender: M | SSN:42...2 ; gender:M | SSN:42...2

_éender: M

SSN:21...0

éender: M

SSN: 21...0

gender: F

SSN: 46...7

gender: F

SSN:72..4

gender: F

SSN: 91...3

gender: F

SSN: 91...3

References

W
/
W

I.S. A. Kasiviswanathan, H. K. Lee, K. Nissim, S. Raskhodnikova, and A. Smith. What can we learn privately? In Proc. of FOCS, 2008.

2. C. Dwork and . Lei. Differential privacy and robust statistics. In Proceedings of the 41st ACM Symposium on Theory of Computing (STOC), 2009.
3. Kamalika Chaudhuri, Claire Monteleoni, and Anand D. Sarwate. Differentially private empirical risk minimization. JMLR, 12:1069—1109, 201 I.

4, K. Chaudhuri and D. Hsu. Convergence rates for differentially private statistical estimation. ICML, 2012.

5. Jain, Prateek, Kothari, Pravesh, and Thakurta, Abhradeep. Differentially private online learning. In COLT, 2012.

Definition 1. A randomized algorithm A is (e, 0)-differentially private for ¢,6 > 0 if

for all f(\) € Range(A) and for all neighboring datasets V,V’ (i.e., such that ¥V and
V' differ in the value of one record) we have that

N
y.
N
2

test error
test error

—_—
L
—
z

6. Daniel Kifer, Adam Smith, and Abhradeep Thakurta. Private convex empirical risk minimization and high-dimensional regression. In COLT, 201 2.

7. Adam Smith and Abhradeep Thakurta. Nearly optimal algorithms for private online learning in full-information and bandit settings. In NIPS, 201 3.

8. Jain, P., and Thakurta, A. (2014).(Near) Dimension independent risk bounds for differentially private learning, ICML, 2013.

9. Raef Bassily, Adam Smith, and Abhradeep Thakurta. Private empirical risk minimization: Efficient algorithms and tight error bounds. In FOCS, pages 464—473. IEEE, October 18-21 2014.
10. Kamalika Chaudhuri and Staal A. Vinterbo. A stability-based validation procedure for differentially private machine learning. pages 26522660, 2013.

I'l. Hutter, F., Hoos, H. H., and Leyton-Brown, K.. Sequential model-based optimization for general algorithm configuration. In Learning and Intelligent Optimization, pp. 507-523. Springer, 201 I.
12. Bergstra, James and Bengio, Yoshua. Random search for hyper-parameter optimization. JMLR, 13:281-305, 2012.

I 3. Snoek, Jasper, Larochelle, Hugo, and Adams, Ryan P. Practical bayesian optimization of machine learning algorithms. In NIPS, pp. 2951-2959, 2012.

I4.Gardner, Jacob, Kusner, Matt, Xu, Zhixiang, Weinberger, Kilian, and Cunningham, John. Bayesian optimization with inequality constraints. In ICML, pp. 937-945, 2014.

I5, Dwork, Cynthia, McSherry, Frank, Nissim, Kobbi, and Smith, Adam. Calibrating noise to sensitivity in private data analysis. In Theory of Cryptography, pp. 265-284. Springer, 2006

| 6.Rasmussen, Carl Edward and Williams, Christopher K. |. Gaussian processes for machine learning. 2006.

I7. Eric Brochu, Vlad M. Cora, and Nando de Freitas. A tutorial on Bayesian optimization of expensive cost functions, with application to active user modeling and hierarchical reinforcement
learning. pre-print, 2010. arXiv:1012.2599.

I8.Srinivas, Niranjan, Krause, Andreas, Kakade, Sham M, and Seeger, Matthias. Gaussian process optimization in the bandit setting: No regret and experimental design. In ICML, 2010.

19. de Freitas, Nando, Smola, Alex, and Zoghi, Masrour. Exponential regret bounds for gaussian process bandits with deterministic observations. In ICML, 2012.

NO
y

Pr|A(V) = f(N)]| < e Pr[A(V)
properties
e k (e, 0)-differentially private runs is (ke, kd)-diff. private
 post-processing doesn’t decrease privacy
e immune to common attacks (e.g., linkage, differencing attacks)

lambda sigma

prior work: this work:
private grid search private BO




